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In the face of increased
technological proliferation,

property owners must develop

new systems that not only
safeguard their intellectual
and physical assets, but
also verify and track digital
interactions (and revenue)
tied to their properties.

The growing convergence of digital and physical worlds is
reshaping the landscape of real estate, introducing complex
new challenges in managing both tangible assets and their
digital interface. In recent years, the rapid growth of augmented
reality (AR) and extended reality (XR) ecosystems has been
fueled by breakthroughs in both hardware—such as AR glasses
and smartphones—and software, including immersive apps,
interactive games, and digital advertising. These technologies
are poised to revolutionize sectors like entertainment, real estate,
advertising, and tourism by blending digital content seamlessly
with the physical world.

While this innovation opens up exciting new possibilities
for engagement, it also brings with it significant challenges,
particularly around property rights.

For instance, unauthorized AR advertisements projected onto
buildings or virtual objects anchored to real-world locations
without consent could infringe upon property owners’ rights.
In a world where the line between digital and physical spaces
is becoming increasingly blurred, property owners will find
themselves navigating not just the physical space they control but
also the rights and interactions that unfold in digital environments.
They risk losing control over how their assets are used, represented,
and even monetized.

Without a clear framework to govern these digital interactions, the
potential for exploitation and conflict grows—Ileaving property
owners vulnerable to unintended or unauthorized use of their
physical and virtual spaces.

To stay ahead, property owners must develop new systems that
not only safeguard their intellectual and physical assets, but also
verify and track digital interactions tied to their properties. By
implementing such systems, they can maintain authority over how
their properties are represented and utilized by AR, ensuring that
both the real and virtual dimensions of their assets are protected
and commercialized.

DIGITAL MEDIA RIGHTS IN REAL ESTATE

Digital Media Rights represent a new category of intellectual
property that extends traditional real estate rights into the digital
universe. Historically, property rights have been limited to the
physical land, buildings, and air rights associated with a property.
However, with the evolution of augmented reality (AR) and
extended reality (XR) technologies, digital content is increasingly
interacting with and overlaying real-world physical spaces. Many
property owners are unaware that their buildings, landscapes, or
public areas are being used for AR content without their permission.
They now face the challenge of managing not only their physical
assets but also the digital interactions associated with them. The
rapid growth of AR/XR technology presents a new frontier for
intellectual property rights — one that requires strategic foresight
and the development of comprehensive legal and technological
frameworks to protect both physical and digital property interests.
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DRM IN THE MEDIA INDUSTRY

Digital Rights Management (DRM) systems have long been used
in the media industry to protect and monetize intellectual property.
The evolution of digital content—from music and films to video
games and e-books—has necessitated the development of systems
that ensure creators are compensated for the use of their work and
that unauthorized duplication or distribution is prevented.

Legal Precedents Protecting Real Estate as Intellectual Property

Realestate, likeany other form of intellectual property, issafeguarded
by a comprehensive framework of legal precedents that regulate its
lawful development, use, and monetization. Traditionally, property
rights have centered on tangible aspects—such as land, buildings,
and the surrounding physical space. However, as augmented reality
(AR) and other digital technologies intersect with the physical
world, property rights will extend into the digital world, requiring
owners to protect against unauthorized virtual intrusions. The
legal foundation for property-related intellectual property rights is
established through key precedents, including air rights, trespassing
laws, and the Lanham Act.

Air Rights: Controlling the Space Above Property

One of the most established legal frameworks for protecting real
estate as intellectual property is the concept of air rights, or the
property owner’s legal right to control, lease, or sell the space
above their land. These rights are particularly valuable in urban
environments, where developers often seek to build vertically,
using the airspace above existing structures. Property owners can
sell their air rights to developers, allowing them to build taller
buildings while compensating the original owner for the use of
the transferred space.

Air rights illustrate the principle that property ownership extends
beyond the physical boundaries of the land itself. Just as property
owners can sell or lease the space above their land, they should also
have the right to control the digital spaces associated with their
assets. Just as property owners can sell or lease the space above
their land, they should also have the right to control the digital
spaces associated with their assets — areas where virtual objects,
advertisements, or experiences could reside

In the context of AR, digital
trespassing occurs when virtual
content is rendered on a property
without the owner’s consent.

Trespassing Laws: Preventing Unauthorized Digital Use

Another important legal framework for protecting real estate is
trespassing law —entering or using another person’s property without
permission. While traditionally focused on physical intrusions,
trespassing laws can also apply to unauthorized digital interactions
with real estate. In the context of AR, digital trespassing occurs
when virtual content is rendered on a property without the owner’s
consent. This could include an AR game that uses a private property
for part of its gameplay, or an AR advertisement associated with a
building without permission.

Several legal cases have addressed the issue of trespassing in digital
environments. For example, Pokémon Go, a mobile AR game that
placed virtual creatures and objects on real-world properties, caused
several lawsuits to be filed by property owners who claimed that
the game encouraged players to trespass on their land. Businesses
owners could also claim tortious interference with business
relationships and interference with prospective economic advantage.
These cases highlighted the need for clear legal protections against
unauthorized digital use of real estate.

The Lanham Act & AWCPA: Protecting Property in
Commercial Use

The Lanham Act, which generally prevents deceptive and misleading
use of trademarks in the United States, provides protections
for property owners in the context of commercial use. The Act
prohibits the use of a property’s image in a way that could confuse
consumers or falsely suggest that the property owner endorses a
particular product or service. This is particularly relevant in the
context of AR, where advertisements or branded content could be
overlayed onto a specific building without the owner’s permission,
leading consumers to believe that the property owner has endorsed
the product being advertised.

The Architectural Works Protection Act of 1990 assigns copyright
protection to the design of a building, including the overall form
as well as the composition. A violation of the copyright owner’s
exclusive rights constitutes an infringement entitling the owner
to injunctive relief to stop the infringement and to monetary
damages. The US Patent and Trademark Office has even issued
specific registrations for several iconic structures, including the
Empire State Building, the Chrysler Building and the Jack in the
Box fast food restaurant building design.

Several landmark cases have reinforced the importance of
protecting property owners from unauthorized commercial use.
Notably, Insomniac Games’ Marvel’s Spider-Man: Miles Morales
was forced to delete New York’s Chrysler Building from the
skyline because it was unable to negotiate the rights to include
the iconic building in the game imagery. The game, where you
can climb up and inspect every part of the building, could have
exposed Insomniac, Marvel, and Sony to possible litigation.

These legal precedents demonstrate that property owners have the
right to control how their assets are used in both physical and digital
environments, approving or denying the use of their properties in
AR advertisements, games, or experiences.
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DIGITAL MEDIA RIGHTS REGISTRY

At the heart of the DRM system is the DRM
registry, a blockchain-based ledger that allows
property owners to register their rights to the
digital spaces associated with their real estate and
notice potential trespassers.

This registry will function as a public, immutable
record of ownership, ensuring that property
owners retain control over if and how their assets
are used in AR environments.

When a property owner registers their rights
in the system, they will define the digital
boundaries of their property—both horizontally
and vertically. This will include the facade of a
building, the airspace above it, the area around
it, and any other areas where they are content
might be rendered or anchored. By registering
their rights, property owners will defend their
ability to approve, deny, or monetize digital
content associated with their assets.

The use of blockchain technology ensures that
these rights are secure and tamper-proof. Once
a property owner registers their digital media
rights, the record cannot be altered without their
consent, providing a robust legal framework for
enforcing these rights in the digital world.

Smart Contracts for Licensing Digital
Media Rights

To facilitate licensing of digital media rights, the
DRM system will utilize smart contracts. Smart
contracts are self-executing agreements that
automatically enforce the terms of a contract
when certain conditions are met. In the context
of the DRM system, smart contracts will be
used to handle transactions between property
owners and licensees, such as advertisers or AR
content developers.

For example, an advertiser might wish to render
an AR advertisement on the side of a building for
a specific period of time. The property owner can
create a smart contract that outlines the terms
of the agreement, including the duration of the
advertisement, the compensation the owner will
receive, and any restrictions on the type of content
that can be displayed. Once the contract is signed
by both parties, it is recorded on the blockchain
via the DRM system and automatically enforced.
If the terms of the agreement are violated, the
contract will trigger penalties and/or terminate
the agreement.

Smart contracts provide a streamlined and secure
way to manage digital media rights, ensuring that
property owners are compensated fairly and that
advertisers and developers can easily obtain the
necessary permissions to use digital spaces.

The Need for an Ethical Marketplace for
Media and Tech Companies

As the digital economy continues to evolve,
particularly with the rise of AR technologies, the
need for a transparent and ethical marketplace
to manage digital media rights is becoming
increasingly urgent.

Tech companies such as Meta (formerly Facebook),
Google, and Snapchat are heavily investing in
AR, with Meta leading the charge toward an
immersive metaverse that blends physical and
digital worlds. These platforms are dependent
on advertising revenue, with Meta deriving more
than 98% of its revenue from ads. As AR ads begin
to play a larger role in the advertising landscape,
companies will need a structured system to ensure
that the use of digital space on physical assets is
both ethical and legal.

The DRM registry is a blockchain-based
ledger that allows property owners to
register their rights to the digital spaces
associated with their real estate and notice

potential trespassers.
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CLICK-THROUGH REVENUE

AND AFFILIATE MONETIZATION

One of the most significant
opportunities created by the
integration of AR intoreal-world
environments is the potential
for click-through revenue and
affiliate monetization. As AR
ads become more interactive
and personalized, property
owners can generate additional
revenue by facilitating digital
interactions that lead to online
purchases. A DRM system
can enable property owners
to capitalize on click-through
revenue, turning their physical
assets into digital portals that
drive e-commerce.

How Click-Through Revenue
Works in AR

In traditional online advertising,
click-through revenue is
generated when a user clicks on
an advertisement and is directed
to a product or service page. If
the user makes a purchase, the
website or platform that hosted
the ad receives a commission
or affiliate fee. This model
has proven highly successful
in the online retail world,
with platforms like Google,
Instagram, and  Amazon
benefiting from affiliate
marketing programs, generating
billions of dollars in annual
revenue worldwide.

In the context of AR, buildings
and other real-world properties
can  function as digital
billboards, hosting interactive,
personalized ads that users
engage with through AR
devices. For example, a brand
might project an AR ad onto
the side of a prominent building
in a busy shopping district. A
user wearing AR glasses could
interact with the ad by clicking
on the product displayed, which
would take them directly to the
brand’s website, where they
could make a purchase.

By integrating click-through
revenue into the DRM system,
property owners can earn
a percentage of the sales
generated through these AR
interactions. Just as websites
earn affiliate revenue from
driving traffic to e-commerce
platforms, property owners can
earn affiliate commissions for
facilitating AR ads that lead to
online purchases. This creates
a new revenue stream for real
estate owners, turning their
buildings into digital portals
that connect users with brands
and products.

The Future of Insurance in AR:
Evolving with Technology

As augmented reality (AR)
technologies  become  more
prevalent, sophisticated,
and mainstream, insurance
companies will need to adapt
to the emerging risks posed
by unforeseen liabilities in
this rapidly evolving digital
environment. Consider
scenarios such as an individual
sustaining an injury while
pursuing an augmented reality
prize on private property,
or a defamatory digital
advertisement appearing on a
building. Insurers will likely
deny claims unless a digital
liability policyisin place—anew,
innovative insurance product
designed to protect property
owners, content creators, and
advertisers alike. In the near
future, property owners and
individuals will require these
additional protections from
entities seeking to use their
digital spaces for AR media.
displays. Insurance providers
will, in turn, need to verify
compliance  through DRM
systems to ensure adequate
digital indemnification coverage
is maintained.
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BUILDING A VERIFIED AND INSURED AR ECOSYSTEM

Therise of AR marksa transformational moment for how we interact
with the world around us. As physical spaces, people, and objects
become conduits for digital media, the need for a robust DRM
system becomes essential. By establishing a secure, transparent,
and permission-based framework for managing digital media rights
property owners, individuals, and businesses can maintain control
over how their assets are used in AR environments.

Through the DRM system, property owners and individuals can
verify theiridentity and assets in the 3D internet, providinga “blue
checkmark” of authenticity and ownership. This verification is
critical to preventing misuse, fraud, and unauthorized digital
content projection onto real-world spaces. In this new AR-
enabled economy, accurately and securely managing one’s digital
presence will be as important as managing physical assets.
Individuals and businesses will benefit from full control over
their digital identity, ensuring that every AR interaction is tied
to a verified, authorized entity.

Moreover, the DRM system addresses the complex issue of
insurance and liability. In AR environments, where buildings,
individuals, and objects can act as distribution points for digital
content, liability concerns are as real as in physical contexts. Just
as property owners today require insurance for movie shoots or
commercial activities on their land, the DRM platform will require
content creators and advertisers to provide liability coverage before
projecting AR content onto a person, place, or thing. By baking
insurance into the system, we ensure that every digital interaction is
legally protected and that all parties are shielded from the financial
risks associated with liability claims.

A comprehensive DRM system also supports the long-term
sustainability of the AR economy. It empowers property owners
and individuals to monetize their digital spaces, while protecting
them from legal and financial risks. At the same time, it provides
advertisers, tech companies, and content creators with a transparent
and ethical framework for using digital spaces in the 3D internet.

Implementing the DRM system sets the stage for a resilient, verifiable,
and fully insured AR ecosystem. This framework not only embraces
the core principles of Web 3—prioritizing true ownership and data
integrity—but also ensures that the AR economy is underpinned by
transparency, trust, and robust legal compliance.

As AR technology continues to evolve, the DRM platform will
become an essential tool for managing the growing complexities
of the digital landscape. It will safeguard property rights, personal
identities, and digital media interactions, ensuring they are secure,
monetizable, and protected in an increasingly interconnected world.
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READER RESPONSE

Property owners of all types
face continued headwinds
from  volatile  occupancy
rates, inflationary pressures
on operating costs, increased
regulation and  property
taxes, and other factors that
challenge traditional NOI.
They will need to continue
to innovate, exploring new
ways to unlock value and
identify new revenue streams.
One new promising avenue
is through Digital Media
Rights (DMRs), an emerging
concept that mirrors assets
such as air, water, and mineral
rights, which exist “adjacent”
to the physical building itself.
DMRs are an intriguing
way for building owners
and operators to monetize
the emerging digital realm
of the 3D spatial Internet,
accessible via personal devices
and, increasingly, augmented
reality (AR) glasses. Buildings
are the intellectual property
of our industry and deserve
the same level of protection
and commercialization as
other forms of IP. Allowing

content providers to serve ads
tagged to specific buildings
should require our consent
and participation in the
revenue streams. Moreover,
such activity exposes property
owners to liability, further
supporting control of an asset’s
digital space. The global digital
advertising market has been
estimated to be worth over
$360 billion in the US in 2025.
A significant portion of this
activity will continue migrating
to the built environment.
Critically important to the
real estate industry is the
establishment of a platform
that tracks digital activity in
and around buildings, ensuring
that operators and owners
can unlock and safeguard the
financial interests to which
they are entitled.

— Bryan Koop

Executive Vice President,
Boston Region
BXP
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